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ROCKLAND BAKERY · NETWORK OPERATIONS

UniFi fleet
Daily · 2–9 Sep 2026 · 7d · 5 consoles · as of 09 September 2026 · 16:29 EDT

Fleet

SITE LOAD CPU MEM UP WAN SD-WAN PRESSURE

RB-Nanuet-UDM-Max 2.39 14% 57% 15.7d 24.89.146.106 +3 4/4 ctrl 30% · ct 4% · 39 dev

PD-UCG-Max 0.86 15% 56% 13.1d 50.199.146.241 +3 1/1 ctrl 13% · ct 1% · 6 dev

BB-UCG-Max 5.04 22% 58% 0.3d 167.20.138.67 +1 1/1 ctrl 45% · ct 2% · 21 dev

RP-UCG-Ultra 2.57 6% 54% 13.9d 167.20.157.130 +1 1/1 ctrl 12% · ct 1% · 10 dev

RB-NAT-UCG-Ultra 0.84 1% 42% 13.9d 10.10.180.228 1/1 ctrl 4% · ct 0% · 1 dev

WAN = first public IPv4. SD-WAN = WireGuard peers handshake ≤180s. Pressure = UniFi+core CPU · conntrack fill.

Flags
· 5 consoles collected.
· Nanuet: /boot 97%.
· BB: load 5.0 on 4 cores.
· BB: up 0.3d (recent reboot).
· 4 spokes: 6 failed SSH each.
SSH 40 ok / 24 fail · Nanuet last root@192.168.1.70 · 4 spokes 6 fail each

Console use · 2–9 Sep 2026

ADMIN ROLE SITES / ACCT SESS HITS LAST

Rdwyer
rdwyer@fastmail.com

Super Admin Nanuet, PD, BB, RP, NAT 9 924 9 Sep 16:29

Tom
tom@rocklandbakery.com

Super Admin Nanuet, PD · acct×5 9 499 9 Sep 11:58

Andrew
andrew@rocklandbakery.com

Super Admin Nanuet · acct×5 4 457 8 Sep 08:49

It
it@rocklandbakery.com

Owner Nanuet, PD, BB, RP, NAT 5 356 9 Sep 12:09

riccardo anselmo
ranselmo@rocklandbakery.com

Super Admin Nanuet, PD, BB · acct×5 7 259 9 Sep 11:35

Coachtomg
coachtomg@gmail.com

Network admin — · acct×1 — — —

Russell
russell@rocklandbakery.com

Network admin — · acct×1 — — never

Logins · 34 sessions · 2–9 Sep 2026

WHEN ADMIN SITE HITS

9 Sep 15:09–16:29 Rdwyer RP 117/79m

9 Sep 15:09–16:29 Rdwyer NAT 112/79m

9 Sep 15:08–15:09 Rdwyer PD 64/1m

9 Sep 15:00–15:09 Rdwyer BB 220/8m

9 Sep 14:31–14:40 Rdwyer RP 75/9m

9 Sep 14:31–14:40 Rdwyer PD 72/9m

9 Sep 14:30–14:31 Rdwyer BB 62/1m

9 Sep 14:20–14:31 Rdwyer NAT 149/10m

9 Sep 14:16–14:20 Rdwyer Nanuet 53/3m

9 Sep 12:09 It RP 62/1m

9 Sep 12:08–12:09 It NAT 64/1m

9 Sep 12:08 It PD 63/1m

9 Sep 12:04 It BB 54/1m

9 Sep 11:58–12:09 It Nanuet 113/10m

9 Sep 11:58 Tom Nanuet 54/1m

9 Sep 11:35 riccardo anselmo PD 9/1m

8 Sep 14:47–14:48 riccardo anselmo PD 44/1m

WHEN ADMIN SITE HITS

8 Sep 13:15–13:16 Tom PD 69/1m

8 Sep 08:46–08:49 Andrew Nanuet 143/2m

8 Sep 05:20–05:22 Andrew Nanuet 74/1m

7 Sep 22:16–22:19 Andrew Nanuet 185/2m

7 Sep 14:34 Tom Nanuet 12/1m

7 Sep 14:15 riccardo anselmo Nanuet 5/1m

7 Sep 05:59 Tom Nanuet 30/1m

6 Sep 20:32 Tom Nanuet 43/1m

6 Sep 14:15 Tom Nanuet 46/1m

5 Sep 21:10–21:13 Tom Nanuet 123/2m

5 Sep 12:46–12:57 Tom Nanuet 50/10m

5 Sep 12:20 Tom Nanuet 72/1m

4 Sep 14:39–14:50 riccardo anselmo PD 49/10m

4 Sep 14:27 riccardo anselmo Nanuet 6/1m

4 Sep 13:56 riccardo anselmo Nanuet 30/1m

3 Sep 12:13–13:24 Andrew Nanuet 55/70m

3 Sep 07:58–09:25 riccardo anselmo BB 116/87m

Admin mutations · 2–9 Sep 2026

WHEN SITE EVENT

5 Sep 12:20–12:20 Nanuet Tom rotated Teleport token ×2.

5 Sep 21:11–21:11 Nanuet Tom devmgr command ×2.

9 Sep 12:08 PD, BB, RP, NAT It created a console user.

9 Sep 14:32 PD, BB, RP, NAT Rdwyer firmware command ×2.

9 Sep 12:08 PD, BB, RP, NAT Console invite issued.
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WHEN SITE EVENT

9 Sep 14:31 PD, BB, RP, NAT Console invite accepted.

Identity · 2–9 Sep 2026

ACCOUNT NOTE

Rdwyer · PD, BB, RP, NAT created this window

Andrew · RP elevated account, never used

WAN / ISP

# ITEM DETAIL

1 WAN mismatch Nanuet: default 199.219.255.66 ≠ expected 24.89.146.106

2 WAN mismatch PD: default 50.210.240.81 ≠ expected 50.199.146.241

3 WAN mismatch BB: default 8.46.203.129 ≠ expected 167.20.138.67

4 WAN mismatch RP: default 8.44.221.255 ≠ expected 167.20.157.130

5 Disk Nanuet: /boot 97%

6 SSH fails 4 spokes: 6 failed each

7 Reboot BB: up 0.3d

8 Pressure BB: ctrl 45% load 5.04/4

9 WAN drops Nanuet eth2: 90,347 RX drop

10 Traffic ∆ BB eth4: RX 896M TX 38M

Uplinks

SITE DEFAULT ALSO ∆ RX / TX ERR

Nanuet 199.219.255.66 eth6 +3 24.89.146.106 323M / 279M 0

PD 50.210.240.81 eth2 +3 50.199.146.241 15M / 12M 0

BB 8.46.203.129 eth4 +1 167.20.138.67 896M / 38M 0

RP 8.44.221.255 eth4 +1 167.20.157.130 41M / 25M 0

NAT 10.10.180.228 eth4 — 391K / 4M 0

Access / forensics · 2–9 Sep 2026

SITE OK FAIL LAST

Nanuet 8 0 root@192.168.1.70

PD 8 6 root@10.255.192.9

BB 8 6 root@10.255.192.13

RP 8 6 root@10.255.192.11

NAT 8 6 root@10.255.192.15

Recovered public IPs · 2–9 Sep 2026

IP WHO CONTEXT

172.58.125.48 Rdwyer Nanuet · 9 Sep 18:16

174.214.89.228 Tom Nanuet · 7 Sep 18:34 · inner 10.214.233.229

174.228.165.181 riccardo anselmo Nanuet · 7 Sep 18:15 · inner 10.202.10.43

174.229.83.178 Andrew Nanuet · 8 Sep 12:46 · inner 100.87.59.141

174.243.24.138 Andrew Nanuet · 8 Sep 02:16 · inner 192.168.86.30

174.255.201.188 Tom Nanuet · 7 Sep 09:59 · inner 10.209.78.169

24.89.146.106 Tom, It Nanuet · Site WAN · 9 Sep 15:58

50.49.188.12 Tom Nanuet · 7 Sep 18:34 · inner 192.168.6.177

Source: 5 reachable UniFi OS consoles · read-only SSH · Daily 17:00 America/New_York · scripts/unifi-ops-audit


